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Question 1
Question Type: MultipleChoice

When of the following BEST describes a benefit of immutable objects?

Options:
A- Deployments are more predictable
B- Feature changes are less risky
C- Releases are completed faster
D- Changes are more successful

Answer:
A

Question 2
Question Type: MultipleChoice

In shift-left thinking software Dogs and errors should IDEALLY be detected during which phase of
testing?

Options:
A- During UAT tests
B- During staging tests
C- During unit tests
D- During system tests

Answer:
C

Question 3
Question Type: MultipleChoice
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Which of the following BEST describes the goats of phishing?

1. Update web browser

2. Install risky malware

3. Steal key user data

4. Push new products

Options:
A- 1 and 2
B- 2 and 3
C- 3 and 4
D- 1 and 4

Answer:
B

Question 4
Question Type: MultipleChoice

When of the following statements BEST describes penetration testing?

Options:
A- A coordinated cyber attack to check simulated vulnerabilities
B- A planned cyber attack to check for actionable vulnerabilities
C- A coordinated cyber attack to check for planned vulnerabilities
D- A simulated cyber attack to check for exploitable vulnerabilities

Answer:
B

Question 5
Question Type: MultipleChoice
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Which of the following BEST describes the combination that provided the foundational principles that
ted to DevOps?

1. Agile

2. Lean

3. ITIL

4. SAFE

Options:
A- 1 and 2
B- 2 and 3
C- 3 and 4
D- 1 and 4

Answer:
A

Question 6
Question Type: MultipleChoice

Which of the following BEST describes automated security testing?

Options:
A- Ensures that automated orchestration and provisioning software covers the scope of the application
stack
B- Ensures that continuous delivery pipelines integrate testing suites and capabilities into their
toolchains
C- Ensures that infrastructure and networks are software defined to enable rapid and reliable
deployments
D- Ensures that applications are developed to deliver the expected results and reveal any
programming errors early

Answer:
C
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Question 7
Question Type: MultipleChoice

Which of the following BEST describes how containers and image layers are related?

Options:
A- Layers of a container are dependent on the layer immediately above it
B- A layer within a container is designed within microservices architecture
C- Layers are immutable files that represent a snapshot of a container.
D- A layer consists of multiple containers with similar microservices architecture

Answer:
C

Question 8
Question Type: MultipleChoice

Which of the following BEST describes an example of an insider threat?

Options:
A- Non-malicious attackers
B- Other competitors
C- The general public
D- Disgruntled employees

Answer:
D

Question 9
Question Type: MultipleChoice
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Which of the following BEST describes continuous deployment?

Options:
A- A software release process that uses automated testing and autonomous deployment
B- A coding approach where branches are merged to a master branch multiple times a day
C- A rapid incident response plan for increased visibility and mitigation of failure
D- A set of practices to ensure code can be deployed rapidly and safely to production

Answer:
D
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