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Question 1
Question Type: MultipleChoice

Which of the following protocols operates at Layer 4

Options:
A- IPSEC
B- BGP
C- OSPF
D- ARP

Answer:
A

Question 2
Question Type: MultipleChoice

What happens when a FortiGate's CPU enters conserve mode?

Options:
A- All traffic is blocked
B- Proxy-based inspection is disabled
C- New sessions are dropped
D- Routing protocols are disabled

Answer:
B

Question 3
Question Type: MultipleChoice
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What tool would you use to verify a certificate?

Options:
A- Nessus
B- OpenSSL
C- Hping
D- Certtester

Answer:
B

Question 4
Question Type: MultipleChoice

Which of the following Authentication protocols uses clear text?

Options:
A- CHAP
B- PAP
C- MSCHAP
D- EAP

Answer:
B

Question 5
Question Type: MultipleChoice

What are the advantages of using a hub-and-spoke IPSec VPN configuration instead of a fully-meshed
set of IPSec tunnels? (Select all that apply below)
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Options:
A- Using a hub and spoke topology is required to achieve full redundancy.
B- Using a hub and spoke topology simplifies configuration because fewer tunnels are required.
C- Using a hub and spoke topology provides stronger encryption.
D- The routing table management is simpler because of fewer routes compared to a fully meshed
node.

Answer:
B, D

Question 6
Question Type: MultipleChoice

What are source and destination MAC addresses of an ARP request?

Options:
A- The source MAC is that of the sending device and the destination MAC is a broadcast address
B- The source MAC is that of the forwarding switch and destination of the targeted device
C- The source MAC is that of the sending device and the destination of the targeted device
D- The source MAC is that of the sending device and the destination is a multicast address

Answer:
A

Question 7
Question Type: MultipleChoice

Which FortiGate command displays the current routing table?

Options:
A- get router info routing-table all
B- diagnose netlink route list
C- show router status
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D- get system route

Answer:
A

Question 8
Question Type: MultipleChoice

What does the below route indicate?

Options:
A- The destination network can be reached via any gates
B- It is a dummy route in the routing table
C- The destination network is locally connected on that interface
D- The device does not know the destination

Answer:
C
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