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Question 1

Question Type: MultipleChoice

Refer to the exhibit.

Diagnose output

passive # diagnose debug application gcpd -1
passive # diagnose debug enable

passive # HA event

eip cluster-ip-vpm(34.68.13.24) is attached in remote instance: us-centrall-c/fgt-vpm, should be moved to local
[pid 9@00]: failover eip: cluster-ip-vpm(34.68.13.24)

[pid 9080]: get nics info for instance fgt-vpm

[pid 9000]: get instance nic: nic@, 172.16.0.2, vpc-vpm, accessConfig(external-nat), eip(34.68.13.24), tier(PREMIUM)
[pid 9000]: get instance nic: nicl, 172.16.1.2, vpc2-vpm

[pid 90@0]: get instance nic: nic2, 172.16.2.2, vpc3-vpm, accessConfig(external-nat), eip(34.66.4.139), tier(PREMIUM)
[pid 9000]: nice of instance fgt-vpm is using eip 34.68.13.24

[pid 9%000]: remove eip 34.68.13.24 from instance fgt-vpm(nic@).

gcpd checking route: internal-route-vpm

failover route: internal-route-vpm, move next hop from 172.16.1.2 to 172.16.1.3

[pid 9004]: failover route: internal-route-vpm

[pid 90@4]: remove route internal-route-vpm on next hop 172.16.1.2

gcpd checking forwardrule: fgt-forwarding-rule

failover forwardrule: fgt-forwarding-rule, move target from fgt-target-vpm to fgt-target2-vpm

[pid 90@6]: failover forwardrule: fgt-forwarding-rule

[pid 90@6]: set target forwardrule fgt-forwarding-rule point to target instance fgt-target2-vpm

[pid 9004]: route internal-route-vpm is updated to next hop 172.16.1.3 successfully.

[pid 9000]: attach eip 34.68.13.24 to instance fgt-2-vpm(nic@).

[pid 9000]: eip cluster-ip-vpm(34.68.13.24) is attached to local successfully.

[pid 9006]: forwardrule fgt-forwarding-rule is updated to next hop fgt-target2-vpm successfully.

==== gcpd ha failover exit ====

An administrator is troubleshooting an issue when a high-availability (HA) failover occurs.

Which conclusion can you draw from the debug output?

Options:
A- The HA cluster is accessible using HTTPS on 34.68.13.24 and 34.66.4.139.

B- The health check has successfully updated the internal custom route to forward all internal traffic to
172.16.1.3.

C- Both cluster members are located in the same zone.
D- The HA cluster is deployed using the software-defined network (SDN) connector.

Answer:
B

Explanation:

The debug output shows the internal route being updated and moved to the new next hop
(172.16.1.3), indicating the health check and failover process successfully redirected internal traffic to
the active HA node.
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Question 2

Question Type: MultipleChoice

Refer to the exhibit.

Google Cloud Fabric Connector

FortiGate-VM64-GCP # gcp: add GCP Lab

gcpd sdn connector GCP Lab prepare to update

gcpd get token

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/instance/service-accounts/default/token
gcpd metadata result:200

Token expires in: 3599 seconds

gcpd metadata url: http://169.254.169.254/computeMetadata/vl/project/project-id

gcpd metadata result:200

gcpd got project id from metadata: fcp-fcss-course-development

gcpd sdn connector GCP Lab start updating

gcpd sdn connector GCP Lab got empty project list, trying sdn update from metadata project: fcp-fcss—course-development
gcpd sdn connector GCP Lab get instance list successfully

gcpd didn't find any GKE cluster for project fcp-fcss-course-development

gcpd sdn connector GCP Lab list GKE cluster failed

GCP Lab got 3 addresses

gcpd sdn connector GCP Lab start updating IP addresses

gcpd sdn connector GCP Lab finish updating IP addresses

An administrator configured GoogleCloud as an external fabric connector on FortiGate.

Which conclusion can you draw from the output?

Options:

A- The external fabric connector is unable to find a valid Google Cloud project.

B- The external fabric connector shows that an administrator created three dynamic firewall
addresses.

C- The external fabric connector is misconfigured.

D- The external fabric connector found multiple IP addresses assigned to Google Cloud instances.

Answer:
D

Explanation:

The output shows the connector successfully retrieved project information and instance IP addresses
(GCP Lab got 3 addresses), indicating it found multiple IPs assigned to Google Cloud instances.
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Question 3

Question Type: MultipleChoice

Refer to the exhibit.
Cloud Shell Terraform output

Plan: 1 to add, 0 to change, 0

Changes to Outputs:
FortiGate-Username = "admin"

Failed to retrieve project, pid: , err: project: required field is not set
with google compute image.fg

on main.tf line 19, in resou : "goog compute image" "fgtvmgvnic":
19: resource "google compute image" "fgtvmgvnic" {

Failed to retrieve project, pid: , err: project: required field is not set

with google compute disk.logdisk,
on main.tf line 39, in resource "google compute disk" "logdisk":
39: resource "google compute disk" "logdisk" {

Failed to retrieve project, pid: , err: project: required field is not set

with google compute disk.logdisk2,
on main.tf line 47, in resource "google compute disk" "logdisk2":
47: resource "google compute disk" "logdisk2" {

An administrator is attempting to deploy a Terraform template using Google Cloud Shell.

Which step must the administrator take to solve the error?

Options:

A- Use the command terraform init to initialize the Terraform directory.

B- Delete the admin user to proceed with the Terraform script.

C- Use the command gcloud config set project to set the Google Cloud project in Google Cloud Shell.
D- Manually create a Google Cloud storage bucket for logging functionality.

Answer:

Explanation:
The error indicates the Google Cloud project is not set, which is required for Terraform to access
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resources. Setting the project with gcloud config set project [PROJECT ID] resolves this by specifying
the active project in Cloud Shell.

Question 4

Question Type: MultipleChoice

You have been tasked with deploying an active-active FortiGate high-availability cluster in Google
Cloud.

How can you ensure that traffic will flow symmetrically?

Options:

A- Enable the layer 3 unified threat management scanning feature on FortiGate.

B- Google Cloud performs NAT on incoming traffic for external passthrough network load balancers. No
action is needed.

C- There is no need to ensure traffic symmetry because FortiGate can effectively inspect asymmetric
traffic.

D- Deploy internal passthrough network load balancers on both sides of the cluster they support
symmetric hashing.

Answer:
D

Question 5

Question Type: MultipleChoice

Your organization has deployed an active-active high-availability (HA) FortiGate cluster in Google
Cloud. You have noticed a significant increase in asymmetrical traffic flow.

Which two actions can you take to mitigate the issue? (Choose two.)

Options:
A- Enable source NAT for ingress traffic.
B- Enable symmetric hashing on the external load balancer.
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C- Enable the layer 3 unified threat management (UTM) scanning feature if the FortiGate devices are
on ForiOS 6.4 or later.
D- Enable destination NAT for ingress traffic.

Answer:
A, B

Explanation:
Enabling source NAT ensures consistent source IPs, promoting symmetric traffic flow.

Symmetric hashing on the load balancer helps distribute traffic flows evenly and consistently across
cluster members, reducing asymmetric routing.
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