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Question 1

Question Type: MultipleChoice

A conference center wireless network provides guest access through a captive portal, allowing
unregistered users to self-register and connect to the network. The IT team has been tasked with
updating the existing configuration to enforce captive portal authentication over a secure HTTPS
connection. Which two steps should the administrator take to implement this change? (Choose two.)

Options:

A- Enable HTTP redirect in the user authentication settings.

B- Create a new SSID with the HTTPS captive portal URL.

C- Disable HTTP administrative access on the guest SSID to enforce HTTPS connection.
D- Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator.

Answer:
A, D

Explanation:
Goal: enforce captive portal authentication overHTTPSfor guests.

On FortiGate/FortiAuthenticator captive portal setups:

HTTP redirectis used so that when a guest browses to any HTTP site, their request is redirected to
theportal URL.

Theportal URLitself must beHTTPSif you want a secure login page.
FortiOS captive portal and firewall authentication guidelines recommend:
EnablingHTTP redirectso unauthenticated HTTP traffic is transparently sent to the portal.

Configuring theportal URL with HTTPS, often referencing a certificate on FortiGate or
FortiAuthenticator.

Therefore:

A . Enable HTTP redirect in the user authentication settings.This ensures unauthenticated HTTP
requests are redirected to the (now HTTPS) portal.

D . Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator.This makes the
login itself secure (TLS-protected).

Incorrect:
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B-- You don't need a new SSID; the same SSID can use HTTPS portal.

C-- Disabling HTTP admin access on the SSID doesn't control the captive portal scheme; HTTPS
enforcement is done by the portal configuration and redirect, not by admin-access flags.

Question 2

Question Type: MultipleChoice

Refer to the exhibit.

FortiGate Radius Server

Py J Edit RADIUS Server
B B FAC-Lab Mame RAD-Win
Authentication method Specify
, User & Authentication MAS P
2finit Include in every user group (B
Primary Server
LDAP Servers IP/Name 192.168.0.100
> RADAUS Servers Secret TTTTRTT]
Connection status @ Successful
Test Connectivity
Test User Credentials

FortuiGate CLI RADIUS server test

FortiGate #
FortiGate # diagnose test authserver radius FAC-Lab pap wifilOl password
authenticate 'wifilOl' against ‘'pap' succeeded, server=primary assigned rad_session id=15718280638473 session timeout=0 secs idle timeout=0 secs!

FortiGate # diagnose test authserver radius FAC-Lab mschapZ wifilOl password
authenticate 'wifilOl' againat 'mschapz' failed, assigned rad session_id=15718280638474 session_timeout=0 secs idle_ timecutr=0 secs!
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FortiAuthenticator - Remote LDAP server configuration

Edit LDAP Server

Name: [WindowsAD |

Primary server name/1P: 10.0.1.10 Port: 89

P Use Zero Trust tunnel | | Please Select | ~

» Use secondary server

Base distinguished name: DC=trainingAD DC=training DC =lab Q Browss
Bind type: Simple m
Username: CM=Administrator CM=Users DC=trainingAL  Password: srsnsane

Server typees Microsoft Active Directory Openl DAP/GSuite MWowell eDirectory'Others Apply termplate

¥ Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements

User object class: person

Username attribute: SAMAccomant Mame

Group object class: group

Obtain group memberships from: User atiribute Group attribwte

Group membership attribute: memberCH

» Force use of administrator account for group membership lookups

Secure Connection

Windows Active Directory Domain Authentication

» Enable

A RADIUS server has been successfully configured on FortiGate, which sends RADIUS authentication
requests to FortiAuthenticator. FortiAuthenticator, in turn, relays the authentication using LDAP to a
Windows Active Directory server.

It was reported that wireless users are unable to authenticate successfully.
The FortiGate configuration confirms that it can connect to the RADIUS server without issues.

While testing authentication on FortiGate using the command diagnose test authserver radius, it was
observed that authentication succeeds with PAP but fails with MSCHAPv?2.

Additionally, the Remote LDAP Server configuration on FortiAuthenticator was reviewed.

Which configuration change might resolve this issue?

Options:

A- Change the RADIUS authentication protocol to CHAP

B- Enable Windows Active Directory Domain Authentication.

C- Manually add user credentials to the FortiAuthenticator local database
D- Use RADIUS attributes under the FortiGate configuration.

Answer:
B
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Explanation:
From the exhibits and text:

FortiGate RADIUS FortiAuthenticator

FortiAuthenticator LDAP Windows AD

diagnose test authserver radius ... papsucceeds

diagnose test authserver radius ... mschap2fails

This behavior matches a classic limitation documented in FortiOS:

When usingLDAPas the back-end, the RADIUS server must usePAP. CHAP/MS-CHAPv2 arenot
supportedwith plain LDAP because the server cannot validate the challenge--response without access
to password hashes.

In the Remote LDAP server config on FortiAuthenticator, the option"Windows Active Directory Domain
Authentication" is disabled.When this feature isenabled, FortiAuthenticator can talk to AD
usingKerberos/NTLMinstead of a simple LDAP bind, whichdoes support MS-CHAPv2for incoming
RADIUS authentications.

So to allow MS-CHAPv2 all the way from FortiGate to AD, you must:
Keep FortiGate using RADIUS with MS-CHAPv2 FortiAuthenticator

EnableWindows Active Directory Domain Authenticationso FortiAuthenticator can properly validate MS-
CHAPv2 against AD.

Why the other options are wrong:

A . Change to CHAP-- CHAP still cannot be validated over LDAP; docs say LDAP back-ends must
usePAP.

C . Manually add users to local DB-- That would allow local-DB auth but does not fix MS-CHAPv?2
against AD.

D . Use RADIUS attributes on FortiGate-- Attributes do not influence the EAP inner method; they don't
fix MS-CHAPvV2 failures.

Therefore the configuration change that can realistically fix the MS-CHAPv2 problem isenabling
Windows Active Directory Domain Authentication on FortiAuthenticator (B).

Question 3

Question Type: MultipleChoice
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Refer to the exhibits.

FortiSwitch Ports

FortiSwitch Ports - FortiSwitch

.1 FortiSwitch PoE+ SFP
13
L N
- &

Conneceed 2 24

I + Creste Mew | | [ Edit | B Delets

W | Port= Description = Mode = Port Policy =

O @pont Static

m Static

O @ports Static

Enabled Features <

© Edge Port
& Spanrning Tree Protocol

& Edge Port
& Spanning Tree Protocol

© Edge Port
@ Spanning Tree Protocol

Mative VLAN =

] AP Management (APs)

= Students

= default foetilink |_detault)

Allowed VLAMNS <

] HR [VLAN102)
= IT (VLAN101)
=} quarantine. fortilink (quarantine)

=} quarantine fortilink (quarantine)

*# quarantine fortilink (quarantine)
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MNAC policy

Edit NAC Policies - Training ¥

MName Training|
Status 9 Disabled
Switch FortiLink #= fortilink b
FortiSwitch groups Q

All X

Click to select 1 entry selected
Description

0/63
Device Patterns
Category m User | EMS5 Tag | Vidnerability | fortivoice-tag
MAC Address D 70:88:6b:8c4b0e
Hardware Vendor >
Device Family »
Type =
Operating System O Linux
User »
Swiitch Controller Action
Assign WVLAN & = Siudents -
Bounce Port [ a)
Wireless Controller Action
Assign V0LAN »
eiee | [ e

A NAC policy has been configured to apply traffic that flows through FortiSwitch port 2. Traffic that
meets the NAC policy criteria will be assigned to the Students VLAN. However, the NAC policy does not
seem to be taking effect.

Which configuration is missing?

Options:

A- Port2 Access mode should be set to NAC mode.

B- The MAC address or OS might be misconfigured for the connected device.
C- Port2 Access mode should be set to Port Policy mode.

D- The Students VLAN should be set to Allowed VLANSs instead of Native VLAN.
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Answer:

Explanation:
From the exhibits:

FortiSwitch Ports viewshows:

port2

Mode: Static

Native VLAN: Students

Allowed VLANs: quarantine.fortilink (quarantine)
NAC policy "Training":

Switch FortiLink: fortilink

Category:Device

Matching criteria:

MAC Address: 70:88:6b:8c:4b:0e (enabled)
Operating System:Linux(enabled)

Switch Controller Action:

Assign VLAN = Students

Bounce Port = enabled

Design intent:

Device with that MAC + OS Linux, when plugged intoport2, should be dynamically moved to
VLANStudentsby the NAC policy.

Why it doesn't work now
On FortiLink NAC,dynamic NAC decisions only apply on ports whose "Access Mode" is set to NAC:

NAC mode = FortiGate controls theonboarding VLAN, evaluates NAC policies, and then dynamically
reassigns the switch port VLAN (access, quarantine, etc.).

Static mode(what we see on port2) means the port just uses its configurednative/allowed VLANSs,
andno NAC classificationhappens.

Right now:

port2 is astatic access portwith Native VLAN = Students.
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The NAC policy exists, butFortiSwitch is not in NAC enforcement mode on that port, so the policy is
never evaluated for traffic on port2.

Therefore, themissing configurationis:

Setport2toNAC mode(sometimes called "Access mode: NAC" or "NAC LAN edge port").
Once port2 is changed to NAC mode:

Device initially lands in the onboarding/quarantine VLAN.

FortiGate collects device info (MAC, OS, etc.).

NAC policy "Training" matches MAC + Linux.

Switch controller actionAssign VLAN = Studentsis applied.

Port is bounced (if configured), bringing the device back up in VLAN Students.

Why the other options are wrong

B . MAC or OS misconfigured

Possible in general, but the question asks forwhich configuration is missing, and the exhibits clearly
focus on port mode. Also, even with wrong MAC/OS, the port would still be in NAC mode; here NAC
isn't even active.

C . Port Policy mode
Port policy (edge/trunk) is separate from NAC; NAC requires the specificNAC access mode.
D . Students VLAN should be Allowed VLANs instead of Native VLAN

For an access port, having Students as thenative VLANis correct. NAC policy's Assign VLAN will set that
as access VLAN; no need to make it an allowed trunk VLAN.

Question 4

Question Type: MultipleChoice

How can FortiAlOps help optimize network performance in an SD-Branch deployment with FortiGate,
FortiSwitch, and FortiAP?

Options:
A- It disables low-performing APs and switches automatically.
B- It uses Al-driven analytics to identify network issues and provide optimization recommendations.
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C- It removes the need for SD-WAN configuration by automating all routing decisions.
D- It predicts and resolves all network issues without any human intervention.

Answer:

Explanation:
In an SD-Branch deployment (FortiGate + FortiSwitch + FortiAP),FortiAlOps:

Collects telemetry and logs from Fabric devices

Usesmachine-learning / Al analyticsto:

Spot anomalies (latency, packet loss, RF issues, misconfigurations)

Highlight root causes

Proposeoptimization recommendations(e.g., channel changes, power tuning, config fixes)
It doesnot:

Automatically disable devices (Afalse)

Replace SD-WAN config or all routing (Cfalse)

Fixallissues with zero human input (Dis marketing fantasy, not reality)

Question 5

Question Type: MultipleChoice

APs have been manually configured to connect to FortiGate over an IPsec network, and FortiGate
successfully detects and authorizes them. However, the APs remain unmanaged because FortiGate is
unable to establish a CAPWAP tunnel with them.

What configuration change can resolve this issue and enable FortiGate to establish the CAPWAP tunnel
over the IPsec connection?

Options:

A- Configure a static route on FortiGate to reach the APs over the IPsec tunnel.

B- Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.
C- Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.
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D- Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

Answer:
B

Explanation:
When FortiAPs connect to FortiGate overlPsec tunnels, this is treated similarly to WAN/MPLS
deployments.

In these scenarios, FortiGate must know that CAPWAP must traverse anon-L2transport.
FortiAP profiles include:

set mpls-connection enable

This setting is required so that:

FortiGate can encapsulate CAPWAP inside the transport tunnel

Remote FortiAPs can establish CAPWAP even when behind routed/IPsec networks

Without this option, the FortiGate detects the AP butcannot bring CAPWAP UP, leaving the AP in
"discovered/unauthorized" or "offline" state.

Why others are wrong
A . Static route Discovery already succeeds, so routing is not the issue.
C . Reduce MTU Sometimes useful for IPsec, but not required for CAPWAP establishment.

D . Firmware upgrade Firmware mismatch would show "Managed (upgrade required)," not CAPWAP
tunnel failure.

Therefore,set mpls-connection enableis the required fix.
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