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Question 1

Question Type: MultipleChoice

In a FortiSASE secure web gateway (SWG) deployment, which two features protect against web-based
threats? (Choose two.)

Options:

A- SSL deep inspection for encrypted web traffic

B- malware protection with sandboxing capabilities
C- web application firewall (WAF) for web applications
D- intrusion prevention system (IPS) for web traffic

Answer:
A, B

Explanation:
SSL deep inspection allows FortiSASE to analyze encrypted web traffic for threats, while malware
protection with sandboxing detects and blocks malicious files delivered through web channels.

Question 2

Question Type: MultipleChoice

Which FortiSASE component protects users from online threats by hosting their browsing sessions on a
remote container within a secure environment?

Options:

A- secure web gateway (SWG)

B- remote browser isolation (RBI)

C- cloud access security broker (CASB)
D- data loss prevention (DLP)
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Answer:

Explanation:

Remote Browser Isolation (RBI) protects users by executing their web browsing sessions in a remote,
secure container, preventing malicious content from reaching the local device.

Question 3

Question Type: MultipleChoice

What is the benefit of SD-WAN on-ramp deployment with FortiSASE?

Options:

A- To provide access to private applications using the bookmark portal
B- To provide device compliance checks using ZTNA tags

C- To secure internet traffic for branch users

D- To manage branch location endpoints

Answer:
C

Explanation:

SD-WAN on-ramp with FortiSASE directs branch user internet traffic to the FortiSASE cloud for
consistent security enforcement and protection, regardless of the branch location.

Question 4

Question Type: MultipleChoice

Refer to the exhibits.

]
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How will the application vulnerabilities be patched, based on the exhibits provided?

Options:

A- The vulnerability will be patched automatically based on the endpoint profile configuration.
B- The vulnerability will be patched by installing the patch from the vendor's website.

C- The end user will patch the vulnerabilities using the FortiClient software.

D- An administrator will patch the vulnerability remotely using FortiSASE.

Answer:
B

Question 5

Question Type: MultipleChoice

Refer to the exhibits.

K
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Jumpbox and Windows-AD are endpoints from the same remote location. Jumpbox can access the
internet through FortiSASE, while Windows-AD can no longer access the internet.

Based on the information in the exhibits, which reason explains the outage on Windows-AD?

Options:

A- Windows-AD is excluded from FortiSASE management.

B- The FortiClient version installed on Windows AD does not match the expected version on FortiSASE.
C- The device posture for Windows-AD has changed.

D- The remote VPN user on Windows-AD no longer matches any VPN policy.

Answer:

Explanation:
The Windows-AD endpoint now has both 'FortiSASE-Compliant' and 'FortiSASE-Non-Compliant' tags

https://prepbolt.com/



https://prepbolt.com/

due to failing the antivirus software check. As a result, the Secure Internet Access Policy matches the
‘Non-Compliant' rule, which is set to Deny, causing the device to lose internet access.

Question 6

Question Type: MultipleChoice

Refer to the exhibits.
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A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to
the FortiGate hub. However, the remote FortiClient is not able to access the web server hosted behind
the FortiGate hub.

Based on the exhibits, what is the reason for the access failure?

Options:

A- A private access policy has denied the traffic because of failed compliance
B- The hub is not advertising the required routes.

C- The hub firewall policy does not include the FortiClient address range.

D- The server subnet BGP route was not received on FortiSASE.

Answer:
C

Question 7

Question Type: MultipleChoice

For monitoring potentially unwanted applications on endpoints, which information is available on the
FortiSASE software installations page?
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Options:

A- the vendor of the software

B- the endpoint the software is installed on
C- the license status of the software

D- the usage frequency of the software

Answer:
B

Explanation:
The FortiSASE software installations page shows which endpoints have specific software installed,
allowing administrators to monitor potentially unwanted applications across the network.

Question 8

Question Type: MultipleChoice

Refer to the exhibit.

B

The daily report for application usage for internet traffic shows an unusually high number of unknown
applications by category.

What are two possible explanations for this? (Choose two.)

Options:

A- Certificate inspection is not being used to scan application traffic.

B- Deep inspection is not being used to scan traffic.

C- The private access policy must be to set to log Security Events.

D- The inline-CASB application control profile does not have application categories set to Monitor.

Answer:
A, B
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Question 9

Question Type: MultipleChoice

An organization must block user attempts to log in to non-company resources while using Microsoft
Office 365 to prevent users from accessing unapproved cloud resources.

Which FortiSASE feature can you implement to meet this requirement?

Options:

A- application control with inline-CASB

B- data loss prevention (DLP) with Microsoft Purview Information Protection (MPIP)
C- web filter with inline-CASB

D- DNS filter with domain filter

Answer:
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