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Question 1
Question Type: MultipleChoice

An existing AOS-10 wireless deployment is expanding its zero-trust wireless network to multiple
locations. The requirement is to propagate role information to enforce group-based policies for
wireless client traffic across all locations.

To achieve this goal, which must be configured in this infrastructure?

Options:
A- Configure the gateways to mobility type and configure the Roles under System Client Roles in HPE
Aruba Networking Central
B- Configure 'use switch fabric for role propagation' under Security Client Roles in HPE Aruba
Networking Central
C- Overlay campus switch fabric with CX switches
D- Tunneled SSIDs with gateways

Answer:
B

Question 2
Question Type: MultipleChoice

A customer would like to allow their IT Helpdesk to configure IoT devices to connect to a single SSID
using a unique PSK that other devices cannot use.

Which solution would you recommend?

Options:
A- MPSK AES with HPE Aruba Networking ClearPass
B- MPSK AES with HPE Aruba Networking Central Cloud Authentication
C- MPSK Local
D- MPSK AES with MAC Auth

Answer:
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A

Question 3
Question Type: MultipleChoice

After onboarding three new AOS-10 gateways using the full-setup method into the same HPE Aruba
Networking Central group, a customer cannot log in to one of the gateways using the HPE Aruba
Networking Central remote console due to an incorrect password.

What is causing this issue?

Options:
A- The admin password created during the full-setup process is not configured to allow the remote
console access
B- The admin password created at the HPE Aruba Networking Central group level has expired
C- The admin password created using full-setup does not match the global HPE Aruba Networking
Central admin password
D- The admin password created during the full-setup process does not match the HPE Aruba
Networking Central group admin password

Answer:
D

Question 4
Question Type: MultipleChoice

You recently added HPE Aruba Networking ClearPass as an authentication server to a group in HPE
Aruba Networking Central. RADIUS authentication with Local User Roles (LUR) works fine, but the same
access points cannot use Downloadable User Roles (DUR).

What should be corrected in this configuration to fix the issue with DUR?

Options:
A- Add a new Enforcement Policy of type 'WEBAUTH' on ClearPass and associate it with the matching
service on ClearPass
B- Add the correct values for 'CPPM Username' and 'CPPM Password' in the authentication server
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configuration on HPE Aruba Networking Central
C- Uncheck the 'Dynamic Authorization' checkbox in the authentication server configuration on HPE
Aruba Networking Central
D- Modify the shared secret on the switch to match CPPM using the 'radius-server host' command

Answer:
B

Question 5
Question Type: MultipleChoice

In a campus topology using VSX with two aggregation switches and downlinks to access switches,
which LAG interface configuration at the aggregation layer is correct based on the parameters below?

ZTP VLAN 1001

access switch MGMT VLAN 2002

access switch MGMT VLAN is tagged

connectivity to the access switch should be maintained before and after the ZTP operation is complete

A.

B.

C.

D.
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Options:
A- Option A
B- Option B
C- Option C
D- Option D

Answer:
A
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